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their personal data. The interviews provided results showing that graduate students 
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information more than undergraduates from various majors. This arises the suggestion 
that undergraduate studies should require online personal privacy courses.  
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Introduction  
 Facebook has become a dominant force, not just in the tech world, but in society 
as a whole. It is known as a social media site but has become something much larger than 
that. Facebook has become a user data-source for many third-party companies and 
applications. It is not just a site where we interact with friends. Facebook has become a 
place where users communicate, shop, receive news, plan events, run businesses and 
much more. The many functionalities provide more opportunities for Facebook and third-
parties to gain information about users. For this reason, it is important to have concerns 
about user-privacy and be knowledgeable on privacy settings and policies. This will 
allow users to protect themselves.  
 There have been several studies done to examine the implications that one’s 
demographic or social position may have on their privacy concerns. One's beliefs and 
personality can have an effect on their online behavior and privacy concern (Yao, Rice, & 
Wallis, 2007). Gender has also been a factor that can indicate consumer knowledge of 
privacy protection behavior (Benamati, Ozdemir & Smith, 2017).  
 This paper will examine the differences in: 1) levels of concern and knowledge of 
online personal privacy, and 2) actions taken to preserve personal privacy between two 
different groups. One group will be undergraduates from various fields of study at a state 
University in North Carolina, and the other will be graduate students with a focus in 
Information Science, also at a state university in North Carolina. The two variables of 
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difference here will be age and discipline of study. The hypothesis is that graduate 
information science students will have more concern for, and involvement in, protecting 
their online, personal privacy than undergraduates. This would then indicate the 
importance of educating users on the importance of privacy and the utilization of their 
personal data by large companies. If this is the case, the findings provide reason to push 
for more of an effort to educate the general public on responsible user privacy behavior.  
Literature Review  
 Idea of Privacy  
 
 Privacy is a fundamental idea that dates back to the 19th century. Warren and 
Brandeis state privacy at its most basic description is ‘the right to be let alone’ (Warren 
and Brandeis, 1890). Privacy has been desired for centuries but in the 18th century, 
privacy just meant the right to life and property. As society evolves, privacy needs must 
be met, and the expectations and privacy standards must change. This idea is mirrored by 
Warren and Brandeis by stating, ‘Political, social, and economic changes entail the 
recognition of new rights, and the common law’ (Warren and Brandeis, 1890). While this 
statement is progressive and describes the adaptive nature needed to continuously protect 
societal privacy standards, the authors could not foresee the drastic advances in 
technology society today. With changes in technology and an increase in the sharing of 
information, a more up-to-date definition was proposed when Karyda described privacy 
to include physical privacy, property privacy, information privacy and location
 privacy. Karyda also discussed the importance of fair information practices and how 
personal information is collected with respect to the individual’s privacy 
(Karyda, Gritzalis & Kouklakis, 2009).
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   This is particularly important in modern times, as many companies look to collect 
personal information from civilians. The rationale for private companies like marketers, 
online advertisers and e-commerce companies is to gain information on the consumer to 
maximize the potential of ad targeting. Sometimes this information is provided 
voluntarily by users while other times the user may not be aware at all. Businesses do this 
by tracking a user’s web activity through ‘cookies’, which marks a users’ visits to 
websites and stores that information. (Jones, 2017) Social media also aims to collect 
information on users to provide them with the best experience possible, sometimes 
trading information with online advertisers (“EPIC - Facebook Privacy”).  
  
 Privacy Concern  
 
  This study will seek to examine the privacy concerns of two different groups. 
Privacy concern is an emerging topic as online advertisers and social networking sites 
become more and more involved in our daily lives. As Tan and Qin state, “privacy 
concern is a person’s awareness and assessment of risks related to privacy violations.” 
(Tan, Li, Kim & Hsu, 2011) Privacy concerns have been related to five factors including: 
consumer awareness, information usage, information sensitivity, familiarity with the 
firm, and compensation (Phelps, Nowak & Ferrell 2000). Consumer awareness could 
look to the user’s knowledge on how the systems they are using collect. Information 
usage would refer to how users are interacting with the web and how business would be 
using their personal information. Information sensitivity would relate to importance and 
sensitivity of the personal information the user would be providing to use the web-based 
service. Familiarity with the firm relates to the trust the user would have for the business 
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or service provider. Lastly, compensation relates to the tradeoff between user and 
provider; if the user feels as though the service provides enough value, they will sacrifice 
giving up some personal information. Users’ concerns certainly rise when transparency 
and clarity are not present (Phelps et al., 2000). Users are generally more concerned when 
they are not asked for permission to use or collect their personal information and when 
they are unsure how the information could be used. All this pertains to the context of this 
study and how strong privacy concerns are for users. 
 Reason for Concern with Facebook  
 
Since its inception, Facebook has been on the radar for privacy concerns amongst 
users. Users were uneasy when the News Feed was introduced, and users could see a live 
stream of what their friends were up to. The Electronic Privacy Information Center 
(EPIC) has had a long battle with Facebook, continuously pointing out flaws, cracks and 
hypocrisy in their privacy policies and information collection. The first major one dates 
back to 2007 with Facebook Beacon. Beacon was a service on Facebook that pushed 
purchases made by users’ friends to their newsfeed. This was seen as a major privacy 
concern by EPIC because Beacon did not originally allow users to opt-out and allowed 
3rd party data collectors to access users’ information on Facebook.  It was also discovered 
that Facebook had access to data of users from 3rd party sites that were associated with 
Beacon. In addition, users who did decide to opt-out of Beacon still had their data 
collected by Facebook. This resulted in a class-action lawsuit against Beacon, but 
punishment was not strict, as Facebook redirected funds from the settlement to a Privacy 
Foundation. This foundation was within Facebook, as no outside actors were asked to 
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join the foundation, which would make it hard to enforce privacy transparency for years 
to come (“EPIC - Facebook Privacy”).  
Facebook privacy concerns got worse, and from 2008-2010 more user data became 
available to the public. This information included names, photos, gender, interests and 
locations, which could all appear on search engine searches only have access to user data 
necessary for their service, but it turns out third-party applications had access to nearly all 
user-data. Another issue EPIC addressed is Facebook did not allow users to delete their 
accounts. Instead, users could ‘deactivate’ their accounts, yet Facebook still had access to 
all user data which did not allow users to take control of their own personal information 
(“EPIC - Facebook Privacy”).   
In 2011, the Federal Trade Commission announced charges on 8 accounts, many of 
them regarding the lack of transparency and deception used in their user-data collection 
methods. This settlement included the following agreements where Facebook was:  
§ barred from making misrepresentations about the privacy or security of 
consumers' personal information;  
§ required to obtain consumers' affirmative express consent before enacting changes 
that override their privacy preferences;  
§ required to prevent anyone from accessing a user's material more than 30 days 
after the user has deleted his or her account;  
§ required to establish and maintain a comprehensive privacy program designed to 
address privacy risks associated with the development and management of new and 
existing products and services, and to protect the privacy and confidentiality of 
consumers' information; and  
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§ required, within 180 days, and every two years after that for the next 20 years, to 
obtain independent, third-party audits certifying that it has a privacy program in place 
that meets or exceeds the requirements of the FTC order, and to ensure that the 
privacy of consumers' information is protected (“EPIC - Facebook Privacy”).  
  
 Following this there was hope that Facebook would change its ways, but several 
events in the following years would prove their continued lack of transparency and 
borderline blatant lies. In 2014, Facebook purchased the messaging app, WhatsApp. This 
is a widely popular app used primarily by users because of their strict privacy settings 
and lack of data collection on users. When purchased, WhatsApp stated that they would 
remain separate and in control of their operations and were just being acquired by 
Facebook. In 2016, WhatsApp turned all of their data over to Facebook. Facebook also 
implemented a Face-tracking function, where they use the pixels of pictures to identify 
face patterns to identify users and recommend tagging. It was also discovered that 
Facebook traces all web-browsing by users whenever they are logged into Facebook, not 
just their actions on Facebook. With all of these issues, the FTC failed to enforce any of 
the issues that were agreed upon in 2011 (“EPIC - Facebook Privacy”).  
 The most recent scandal comes from Cambridge Analytica, which is a British 
consulting firm hired by the Trump administration to help with the 2016 election. It was 
discovered that Facebook provided the company with data to which users did not consent, 
including results from personality quizzes that would help identify personality types that 
would be influenced by campaign ads. While Facebook received major fines for this 
scandal, there were no serious attempts to make Facebook change its privacy policies. 
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Given Facebook’s long history of privacy issues, privacy concern should be at the 
forefront of user’s minds (“EPIC - Facebook Privacy”).  
  
 Existing Literature  
 
There have been many research articles that address the privacy concerns of 
Facebook and the effect it may have on users. Prior research has monitored user’s 
acceptance of Social Networking Sites based on their personal privacy concerns, but 
this does not consider the direct actions users may take to be less accepting of Social 
Networking (Tan, et al., 2011). Their study also uses surveys and statistical data, 
but does reveal that users are aware and do have privacy concerns toward Facebook.   
There is a gap between user expectations and actual privacy settings on Facebook. 
Results showed that 36% of information users believed to be private was not, and 
37% of respondents did not have their expectations met (Lie, Gummadi, 
Krishnamurthy & Mislove, 2011). They did also go on to see if this new information 
on privacy settings would motivate user actions, which it did. It is observed that if 
concerns are high enough, users will adjust their privacy settings.  However, this 
study again uses surveys, not in-depth interviews. In addition, it does not target a 
specific age group or users within a specific discipline.   
Research Question  
RQ: What effect does a focus of study and level of education have on user privacy 
knowledge, concerns and behavior when using Facebook?  
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Methods 
 Participants 
 
 A total of 6 participants were interviewed. Three undergraduate and three 
graduate students were interviewed. The participants were identified by numeric 
identifier, and provided their year in school and their focus of study.  
 Procedure 
 
 The study used semi-structured interviews to obtain information from 
participants. Interviews were recorded via laptop with the participants’ permission 
and then transcribed manually. Semi-structured interviews were the optimal choice 
because they provided a loose outline of the topics that should be covered but allow 
the interviewer to establish a rapport with the participant and can direct the interview 
toward concerns the participant may have (Rawson, 2018). The study had a variety of 
question types including closed, directive, probing and open questions. The interview 
began with closed questions to get base knowledge on the participant and then move 
towards directive, open and probing questions so that participants can explain their 
experiences, perspectives and reasoning. Those questions that required ‘yes’ or ‘no’ 
answers regarded Facebook’s privacy settings and data collection. This was 
particularly effective because papers noted in the literature review lack the ability to 
acknowledge recently added privacy controls and/or additional personal data 
collected by Facebook. The intent of the interview was to conduct a mix of open-
ended and strict questions to understand the privacy concerns of participants, but also 
provided some quantitative data on yes/no questions. The intent is also to 
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discover whether or not any prior education has informed users about privacy issues 
on Facebook and therefore motivated them to change privacy settings.   
  
Interview Questions:  
Q1: What year of study are you in?  
Q2: What is your major?  
Q3: Have you taken any coursework that discussed online personal privacy?  
Q4: What do you look to accomplish when logging on to Facebook?  
Q5: Do you have any privacy concerns when using Facebook?  
Q6: Are you aware of the personal information that is at risk when using Facebook?  
• Friends -->   
• Name, birthday -->  
• Device info. (IP address, phone service, location via GPS  
• Facial recognition   
• Likes, purchases, friends, comments, interactions  
• Shared with 3rd parties  
• Track your browsing activity when logged on   
• Private messages   
Q7: (If no, educate them on the types of data Facebook collects)  
What are your personal opinions or concerns on Facebook collecting personal 
data?  
      Q8: Have you taken any action to prevent your personal information from being   
 collected?  
Q9: Are you aware of the new privacy check-up feature on Facebook?  
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Q10: Are you aware that Facebook now offers two-step authentication?  
Q11: Are you aware that you can adjust your advertisement settings on Facebook by 
limiting information available to advertisers?  
Q12: Are you aware of the documentation that provides explanations of the personal 
data available to Facebook and how they use it?  
Q13: Are you aware that you can limit the ability of Facebook to recognize your face 
in photos?  
Q14: Are you aware that you can limit or turn off location services when using 
Facebook?  
Q15: If no to any Q9-Q15, will you take any action now to adjust these settings?  
Q16: If yes to Q15, why? 
Biases  
 Some biases may be present. First bias being the interviewer’s knowledge on the 
topic and hoping that participants are well-versed in the subject matter as well. For this 
reason, the interviewer made best attempts to make the interview questions easy to 
understand and order the questions so that the conversation unravels slowly, and the 
participants feel comfortable and follow the flow of conversation.   
 Another bias was the possibility of the interviewer knowing the participant 
previously. The interviewer is in the same program as one participant group, so there is a 
possibility that they have previous contact and/or conversation. The interviewer again 
made best efforts to make the interview conversation as natural as possible. In addition, 
when analyzing transcriptions, if the participant has had prior relationship with the 
interviewer, the researcher may bring prior knowledge of the participant's personality and 
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allow it to bias their analysis.  If interviewing participants that are known, the interviewer 
must stay on-task for the interviewers, ensuring that the conversations stay on task and do 
not drift into conversation that is personal.  
  
Results 
 Participant Results 
• Participant 1 
o Undergraduate Senior 
o Major: Media & Journalism 
• Participant 2 
o  2nd Year Graduate Student.  
o Major: Information Science focused on Human-Computer interaction. 
• Participant 3:  
o 2nd Year Graduate Student 
o Major: Information Science 
§ Focus: Data Analytics 
• Participant 4 
o 2nd Year Graduate Student 
o Major: Information Science 
§ Focus: Environmental Informatics 
• Participant 5 
o Undergraduate Sophomore  
o Major: Business 
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• Participant 6 
o Undergraduate Sophomore 
o Major: Economics 
 Quantitative  
 
  
 The table above represents the answers provided by participants to “Yes” or “No” 
questions. The table is split in several ways, the first being undergraduate students and 
graduate students. The table is also split by the types of questions. The participants were 
asked whether or not they were knowledgeable on the types of personal data collect, 
which is represented by the gray sections. They were also asked if they had knowledge on 
 Undergrad Graduate 
 Yes No Yes  No 
Knowledge of Personal Data Collected     
Friends 3 0 3 0 
Name, Birthday 3 0 3 0 
Device Info (Phone carrier, IP address, Location) 2 1 3 0 
Facial Recognition 2 1 1 2 
Likes, purchases, comments, interactions 3 0 3 0 
Info shared with 3rd parties 2 1 3 0 
Tracking browsing activity 0 3 2 1 
Private Messages 1 2 3 0 
Knowledge of Privacy Controls     
Privacy Check-Up Feature 0 3 2 1 
Two-Step Authentication 1 2 2 1 
Limiting info available to advertisers 0 3 1 2 
Privacy documentation 0 3 2 1 
Limit Facial Recognition 0 3 0 3 
Control location settings 3 0 3 0 
     
     
Totals     
Data Collected  16 8 21 3 
Privacy Controls  4 14 10 8 
Total 20 22 31 11 
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the privacy controls and settings, represented in the blue sections. The bottom of the chart 
shows the total amount of “Yes” and “No” answers provided for each category for each 
level of education, as well as the cumulative total of “yes” and “no” answers provided for 
each level of education.  
 
 Qualitative 
1.9.1 Intent when Using Facebook 
 
Before asking about their concerns, it was important to understand their intent and motive 
when using Facebook. All 6 participants said that they use Facebook as a means of 
staying connected with friends and family. Participant 3 (2nd Year Grad Student, 
Information Science) explained how connecting with friends and family started as the 
intent for using, but has evolved overtime by stating, 
“…nowadays it is just to get updated I guess. If you basically follow a particular 
newspaper or particular blog, you get regular updates about those things. That is 
one aspect that makes me log onto Facebook. But I get to know about my friends 
as well. That was supposed to be the main aspect, but now it has turned to looking 
for updates about what is going on around you.” 
1.9.2 Prior Education on Online Personal Privacy 
 
 The interview also asked whether or not participants have had prior education on 
the topic of online personal privacy and what was covered in the specific class. 
Participant 1 and Participant 5, both undergraduates, explain their prior education as 
follows: 
 Participant 1:  
 “It just kind of touched on it. A lot of data mining. Data they take in general. Very 
  baseline of what you need to be aware of and the law behind it.” 
 
Participant 5: 
 15 
“A little bit in marketing… we talked a little bit about ethical concerns of 
 marketing and promotion. Just like how companies can get into ethical problems 
 how they can promote and track data with all the technology… Like focused 
 marketing.” 
 
Participants 3 & 4 (both graduate students) explain their prior education as follows:  
 Participant 3: 
 “I learned about privacy like on different social networks we are accessing 
 nowadays. Like how our personal information might be misused or how we 
 should be wary about sharing information. It was about information seeking 
 behavior as well as how personal information is used on any online platform.” 
 
 Participant 4:  
 “Yes for sure. We talked about that a lot in information retrieval, human computer 
 interactions. I feel like those are the two main ones we talked about that kind of 
 thing. A lot of it is that people aren't nearly as aware of the data online platforms 
 are taking from them. That would be the primary takeaway. And even when they 
 are not on websites that aren't social media, social media websites are still 
 collecting information on them and what that data is used for.” 
1.9.3 Broad Privacy Concerns 
 
Four out of the six participants expressed privacy concerns when using Facebook, 
one undergraduate and three graduate students. Participants 5 and 6 did not express 
concerns.  Participants 1, 2, 3 and 4 expressed different types of concerns for different 
reasons, explained below: 
 Participant 1:  
“I do… Especially when you see advertisements tailored to things you like. I 
think it's pretty easy to see they're tracking you. Especially in your search results. 
Not even just demographic information but I think they know my habits 
sometimes better than I know my habits.” 
 
 Participant 2: 
“Yeah, a little bit. If I post something, sometimes I don’t want people that I don’t 
know to see them. But I guess you can choose just to show it to friends so its ok.” 
 
Participant 3:  
“I didn’t earlier. But from last 2-3 years, I have been very cautious whenever it 
asks about sharing any details. Like if I use Facebook app on my mobile, and it 
asks to access my contacts and location, I read whatever it is asking me, it will 
have access to my personal information which include different aspects of my 
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life. I try to read nowadays as much as I can. If I think Ok its fine, I go ahead and 
accept otherwise if I think I'm not comfortable about sharing my contacts, I don’t 
accept.” 
 
Participant 4: 
“The main concern is the fact that they can use demographic data to effect how 
you think and feel about things. It’d be more so what they would send back to 
me no what I’m sending them.” 
 
1.9.4 Specific Privacy Concerns 
 
After questioning the participants on their knowledge on the types of personal 
information Facebook collects, they were asked to express their opinions for any specific 
information that is collected. All participants expressed concern. Facial recognition, 
private messages and tracking browsing activity were some of the main points of 
emphasis. Participant 1 and Participant 4 took a broad approach, stating that Facebook 
should increase transparency and should not use demographic information to push 
specific content to shape opinions. Below are the responses of all 6 participants: 
 Participant 1: 
“I don’t necessarily think it is ethical. I know you sign a consent when you log 
onto Facebook, but I don’t think its showcased enough as much as  it should be. I 
think its thrown into terms and conditions.” 
 
 Participant 2: 
“Facial recognition, I don’t know what that’s for. I feel like that’s not very 
ethical.” 
 
 Participant 3: 
“For messages on my phone, I wouldn’t want those messages to be shared with 
anyone. I wouldn’t want those things to be shared with Facebook and be utilized 
for any aspect. I also know that there is this thing I think fi you log out 
of Facebook; your activities get tracked on the browser. This is not at all 
acceptable. If I am not on their platform, they should not be doing this.” 
 
 Participant 4: 
“I guess the main concern I have heard things about them using what kind of 
information you post and trying to diagnose mental health concerns. I guess there 
are some stretches for it that go into personal and private health. Then the 
 17 
curtailing of political news. Those two are probably the largest concerns and I 
know that they use all of that data for that.” 
 
 Participant 5: 
“Ethically I don’t agree with that (tracking browsing activity). I don’t think 
people know that they can do and people see that as their private interests.  
 
 Participant 6: 
“Facial recognition and private messages as far as Facebook going through them. 
…it is one thing to know who someone is but to then actually go in deeper to their 
personal life and see their actual personal conversations that are not meant for the 
outside world is overstepping.  
1.9.5 Taking Action on Facebook 
 
When participants were asked about acting to prevent personal information from 
being collected, only two participants responded with actions specific to Facebook. Those 
were Participant 2 and 4, both graduate students. Below are their answers: 
Participant 2: 
“I guess I used to do the privacy setting, like who can view my profile 
and posts.” 
 
  Participant 4: 
“I tried to go through and read their privacy and make my information a 
little more strict. I think even for finding me as a friend, you have to have 
a mutual friend already. I think when you look at my profile, 
you can’t really see my profile, maybe only my profile picture.” 
 
1.9.6 Plans to Adjust Privacy Settings 
 
After questioning the participants on the types of privacy settings they were aware 
of on Facebook, they were asked if they would now adjust the settings they learned about 
from the interview. They all indicated that they would like to adjust some settings, facial 
recognition being the most popular. Participant 5 had doubts because although they 
wanted to adjust settings, they felt as though there would be a technical knowledge 
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barrier and it would be too hard to figure out how to adjust these settings. Below are the 
responses: 
Participant 1: 
“Facial recognition… unless I give Facebook the consent to do it, I don’t think 
Facebook has the right to store that information.” 
 
Participant 2:  
“Yes, facial thing… I would be more concerned with my private information. 
Facial recognition is more private compared to my browsing history.” 
 
Participant 3: 
“I think I should turn that (facial recognition) off if I can. Because a person who 
knows me its ok, if it’s a person who doesn’t know me, II don’t want them to 
recognize me anyway.” 
 
“I would use it (Two-step authentication) though. Two-step is more secure.” 
 
Participant 4: 
“Honestly I feel like I might (turn off Facial Recognition). Might as well… Facial 
recognition doesn’t really bother me but as a parent I could see it bothering me for 
my kids.” 
 
Participant 5: 
“Yes would be open to taking action. If I don’t know how, I feel like that’s a 
daunting thing. I feel like they probably make it as hard as possible to turn that 
stuff off.” 
 
Participant 6:  
“Definitely facial recognition. Maybe some of the other privacy settings like 
personal information stuff… I just don’t want it shared with 3rd parties and 
soliciting it to businesses.” 
 
Discussion 
 There were several trends in the results that should be discussion points. The first 
being that, regardless of field of study, the use of Facebook is uniform across the board. 
Students are getting on Facebook to stay connected with friends and family. One 
participant mentioned that Facebook is used as a news source but still stated the intent of 
keeping up with friends and family when logging on.  
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 In addition, those with more extensive prior education on the topic of online 
personal privacy had more knowledge on the subject. This is shown in the quantitative as 
well qualitative results. In both categories (personal data collected & privacy settings), 
the graduate students indicated they were knowledgeable about a data point or privacy 
setting 31 times compared to the undergraduate students, who indicated ‘Yes’ a total of 
20 times. While an equal amount of two graduate and two undergraduate students 
revealed that they had taken a class that covered online personal privacy, the 
undergraduate students used vocabulary that indicated the coverage of the topic was 
limited and did not cover a whole lot. On the other hand, the graduate students had a 
much more in-depth explanation of the material that was discussed in multiple courses 
they had taken on online personal privacy. Participants’ knowledge on the topic seems as 
though it is affected by the amount of prior education on online personal privacy.  
 General concerns also seem to be higher for those that have had extensive prior 
exposure to courses discussing online personal privacy. Before the participants were 
notified about the types of personal information Facebook collects, they were asked if 
they had any general privacy concerns when using Facebook. All three graduate students 
expressed some type of concern, two of them giving answers that showed heightened 
awareness of the types of data Facebook collects. The one undergraduate student that 
expressed concern stated that concerns rose when ads started to become personally 
tailored. This participant has taken a class that mentioned online personal privacy. 
General privacy concerns appeared more in-depth and frequent for students that have had 
prior education on online personal privacy.
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 There were several results in the study that were common amongst all 
participants. First being the opinion that some of the personal data collected on Facebook 
is unethical. These concerns came after the questions that asked about which types of 
personal data Facebook collects. Five out of six participants noted that some information 
should be kept private to the individual and that Facebook collecting the data and 
utilizing it is unethical. The types of information noted were tracking browsing activities, 
facial recognition and private messages. Participant 4 (graduate student) noted that is also 
unethical for Facebook to take personal information to push information to susceptible 
individuals that can sway opinions. Although two undergraduate students noted they did 
not have any concerns initially, they expressed concerns after being informed of personal 
information being collected that they were not aware. Regardless of field of study, all 
participants responded with concerns on at least one type of personal information 
collected by Facebook.  
 Another thing that was common across all participants was their motivation to 
change privacy settings following the interview. All participants noted they had learned 
about something in the interview that would make them want to adjust their privacy 
settings. All participants noted they would want to turn off facial recognition, and 
Participant 3 also added in Two-Step Authentication. One important point brought up by 
Participant 5 was the fact that although the participant wants to make changes to their 
settings, they were intimidated. They noted that Facebook probably makes it as hard as 
possible to make those changes. Although all participants were motivated to change their
settings with new knowledge, there may exist a technical knowledge barrier that will 
deter some from doing so.  
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Conclusions 
 This research paper examined the privacy concerns and knowledge of university 
students, but with specific backgrounds. There have been studies to examine privacy 
concerns and the actions taken toward better protection of their personal information, but 
lack or differ in two different areas. First being, the type of participants. This paper 
focused on undergraduate and graduate students, which is an important age group, as Pew 
Research Center states that 81% of 18-29-year old’s use Facebook (“Demographics of 
Social Media Users and Adoption in the United States”, 2018). A study done by Tan, 
et. Al, does cover this research topic, but does not focus on this specific age group. It also 
does not focus on Information Science students vs. students of varied disciplines.  
 Another factor that differed from prior studies in the same realm was the method 
of the study. Studies done within the same realm, including one done by Lie, et. al, tried 
to collect data from as many users as possible, therefore using surveys to collect data. 
This research study collected explanatory data to try to understand why (or why not) 
users have privacy concerns, why they have or have not acted toward more personal 
privacy on Facebook and whether or not their education has an influence on their 
concerns. After consideration of the results, there is evidence that more education on 
personal online privacy led to a better understanding of the types of personal data 
collected on Facebook, the privacy settings available and led to a more extensive privacy 
concern. Since those that major in Information Science had more extensive education on 
personal online privacy, there is evidence that field of study can have an effect on privacy 
knowledge, concerns and behavior. It cannot be concluded that level of education 
(graduate vs. undergraduate) is indicative of personal online privacy knowledge and 
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concerns because there was not a control group to compare undergraduate Information 
Science students to graduate Information Science students, as well as various 
undergraduate majors vs. various graduate majors. The implications on future research as 
well impact on societal change can be as follows: 
 1. The same study can be done, but with controls for the level of education, by 
 providing 4 groups rather than 2. The study could consist wo groups of 
 undergraduates (one from various majors and one focused on Information 
 Science) and two groups of graduate students (one from various majors and one 
 focused in Information Science. 
 2. If more extensive research is done and evidence continues to show a correlation 
 between education on online personal privacy and knowledge personal data 
 collected as well as responsible online privacy behavior, there can be requests 
 made to implement personal online privacy courses into general education 
 curricula.
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Appendix 
Participant 1: 
Q1: What year of study are you in?  
Senior, undergrad  
Q2: What is your major?  
Media & Journalism, public relations focus  
Q3: Have you taken any coursework that discussed online personal privacy?  
Media Law. It just kind of touched on it. A lot of data mining. Data they take in general. 
Very baseline you need to be aware of and the law behind it.  
Q4: What do you look to accomplish when logging on to Facebook?  
Other than wasting time, entertainment. Facebook is very much an outlet for when you 
want to get away from day to day tasks and just want to Kill some time and mindless 
thinking. I also think staying connected with family back home. I have a lot of family that 
doesn’t live in NC. I would say a lot of pictures and just keeping up with them.   
Q5: Do you have any privacy concerns when using Facebook?  
I do. I think they, especially when you see advertisements tailored to things you like. I 
think it's pretty easy to see they're tracking you. Especially in your search results. Not 
even just demographic information but I think they know my habits sometimes better 
than I know my habits. Location and search results  
Q6: Are you aware of the personal information that is at risk when using Facebook?  
• Friends --> Yes  
• Name, birthday --> Yes  
• Device info. (IP address, phone service, location via GPS --> No  
• Facial recognition --> Yes  
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• Likes, purchases, friends, comments, interactions --> Yes  
• Shared with 3rd parties --> No  
• Track your browsing activity when logged on --> No  
• Private messages --> Yes  
Q7: (If no, educate them on the types of data Facebook collects)  
What are your personal opinions or concerns on Facebook collecting personal data?  
You know the risks when you log on, but I don’t necessarily think it is ethical. I know 
you sign a consent when you log onto Facebook, but I don’t think its showcased enough 
as much as  it should be. I think its thrown into terms and conditions. I think you 
should definitely have more of an awareness, especially for older people on Facebook. I 
think that 80-90% of them would not know remotely about the basic data that is being 
collected.   
 Q8: Have you taken any action to prevent your personal information from being 
collected?  
No  
Q9: Are you aware of the new privacy check-up feature on Facebook?  
No  
Q10: Are you aware that Facebook now offers two-step authentication?  
No  
Q11: Are you aware that you can adjust your advertisement settings on Facebook by 
limiting information available to advertisers?  
No  
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Q12: Are you aware of the documentation that provides explanations of the personal data 
available to Facebook and how they use it?  
No.   
Q13: Are you aware that you can limit the ability of Facebook to recognize your face in 
photos?  
No, would do that if I could. I think its freaky.   
Q14: Are you aware that you can limit or turn off location services when using 
Facebook?  
Yes, I have before.   
Q15: If no to any Q9-Q15, will you take any action now to adjust these settings?  
Yes, Facial recognition   
Q16: If yes to Q15, why?  
For location, I don’t post on Facebook when I am going to places, unless after the trip is 
done because I don’t want people to know that I am not at my home. I don’t want the 
public to know so I don’t want Facebook to know. It is a big safety risk. I don’t even 
want my friends to know that I am not at home because there is a safety risk there that is 
not worth taking.   
Facial recognition, I don’t have as much as a problem with it, but unless I give Facebook 
the consent to do it, I don’t think Facebook has the right to store that information. I mean 
they do but I think again it should be much more clearly stated and more of a public 
awareness of what they're doing because I don’t think people do.   
 
Participant 2: 
 28 
Q1: What year of study are you in?  
I am a second year grad student majoring in Information Science. Human Computer 
Interaction focus.   
Q2: What is your major?  
Q3: Have you taken any coursework that discussed online personal privacy?  
Not really. INLS 500 discussed a little about privacy concerns. Covered broadly  
Q4: What do you look to accomplish when logging on to Facebook?  
Just checking what people are doing and what new events happened recently. Connecting 
with friends  
Q5: Do you have any privacy concerns when using Facebook?  
Yeah, a little bit. If I post something, sometimes I don’t want people that I don’t know to 
see them. But I guess you can choose just to show it to friends so its ok.   
Q6: Are you aware of the personal information that is at risk when using Facebook?  
• Friends --> Yes  
• Name, birthday --> Yes  
• Device info. (IP address, phone service, location via GPS --> Yes  
• Facial recognition --> No  
• Likes, purchases, friends, comments, interactions --> Yes  
• Shared with 3rd parties --> Yes  
• Track your browsing activity when logged on --> No  
• Private messages --> Yes  
Q7: (If no, educate them on the types of data Facebook collects)  
What are your personal opinions or concerns on Facebook collecting personal data?  
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That explains why I keep seeing ads related to my search history. I do a lot of food 
searches like where can I find chicken and wings and then they just pop up on my 
Facebook and says we deliver wings. Also, when you said they collect your other 
browsing activities it was a little shocking.   
Facial recognition, I don’t know what that’s for. I feel like that’s not very ethical. I don’t 
post a lot of photos of myself, but I think they're are a lot of people that do that so that 
would be a little disturbing.   
      Q8: Have you taken any action to prevent your personal information from being 
collected?  
I guess I used to do the privacy setting, like who can view my profile and posts, but not 
much to prevent Facebook from seeing my information.   
Q9: Are you aware of the new privacy check-up feature on Facebook?  
No  
Q10: Are you aware that Facebook now offers two-step authentication?  
Yes  
Q11: Are you aware that you can adjust your advertisement settings on Facebook by 
limiting information available to advertisers?  
No  
Q12: Are you aware of the documentation that provides explanations of the personal data 
available to Facebook and how they use it?  
No  
Q13: Are you aware that you can limit the ability of Facebook to recognize your face in 
photos?  
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No  
Q14: Are you aware that you can limit or turn off location services when using 
Facebook?  
Yes  
Q15: If no to any Q9-Q15, will you take any action now to adjust these settings?  
Yes, facial thing. I will check out the privacy documentation. About the phone number 
verification thing, I think I changed my phone number 5 years ago and they never had me 
change it.  
Q16: If yes to Q15, why?  
I feel like compared to ads and that sort of thing, I would be more concerned with my 
private information. Facial recognition is more private compared to my browsing 
history.   
Participant 3: 
Q1: What year of study are you in?  
I am a second-year masters student.   
Q2: What is your major?  
Information Science. I want to go into Data Analytics.   
Q3: Have you taken any coursework that discussed online personal privacy?  
Yes. There were courses like Human Information Interaction. This is the first course I can 
think of. I learned about privacy like on different social networks we are accessing 
nowadays. Like how our personal information might be misused or how we should be 
wary about sharing information. It was about information seeking behavior as well as 
how personal information is used on any online platform.   
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Q4: What do you look to accomplish when logging on to Facebook?  
I mean, basically, nowadays it is just to get updated I guess. If you basically follow 
a particular newspaper or particular blog, you get regular updates about those things. That 
is one aspect that makes me log onto Facebook. But I get to know about my friends as 
well. That was supposed to be the main aspect, but now it has turned to looking for 
updates about what is going on around you.  
Q5: Do you have any privacy concerns when using Facebook?  
I didn’t earlier. But from last 2-3 years, I have been very cautious whenever it asks about 
sharing any details. Like if I use Facebook app on my mobile, and it asks to access my 
contacts and location, I read whatever it is asking me, it will have access to my personal 
information which include different aspects of my life. I try to read nowadays as much as 
I can. If I think Ok its fine, I go ahead and accept otherwise if I think I'm not comfortable 
about sharing my contacts, I don’t accept.   
Q6: Are you aware of the personal information that is at risk when using Facebook?  
• Friends --> Yes  
• Name, birthday --> Yes  
• Device info. (IP address, phone service, location via GPS --> Yes  
• Facial recognition --> No  
• Likes, purchases, friends, comments, interactions --> Yes  
• Shared with 3rd parties --> yes  
• Track your browsing activity when logged on --> yes, learned one year ago 
through friends. Now, any notification I get from Facebook, I read it.   
• Private messages --> Yes  
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Q7: (If no, educate them on the types of data Facebook collects)  
What are your personal opinions or concerns on Facebook collecting personal data?  
Browsing activities, Facebook tracks messages on your phone. For messages on my 
phone, I wouldn’t want those messages to be shared with anyone. I wouldn’t want those 
things to be shared with Facebook and be utilized for any aspect. I also know that there is 
this thing I think if you log out of Facebook; your activities get tracked on the browser. 
This is not at all acceptable. If I am not on their platform, they should not be doing this.   
      Q8: Have you taken any action to prevent your personal information from being 
collected?  
None  
Q9: Are you aware of the new privacy check-up feature on Facebook?  
Yes, used  
Q10: Are you aware that Facebook now offers two-step authentication?  
No  
Q11: Are you aware that you can adjust your advertisement settings on Facebook by 
limiting information available to advertisers?  
Yes, not used  
Q12: Are you aware of the documentation that provides explanations of the personal data 
available to Facebook and how they use it?  
Yes, checked. If it is in front of my, I will take a glance. Try to go through it at least 
once.   
Q13: Are you aware that you can limit the ability of Facebook to recognize your face in 
photos?  
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No  
Q14: Are you aware that you can limit or turn off location services when using 
Facebook?  
Yes  
Q15: If no to any Q9-Q15, will you take any action now to adjust these settings?  
At least two step authentications, I know if you lose your password they will send you a 
code on your phone, but I have never used it because I have never lost my password.   
I would use it though. It is a better choice  
I think I should turn that off if I can. Because a person who knows me its ok, if it’s a 
person who doesn’t know me, II don’t want them to recognize me anyway.   
Q16: If yes to Q15, why?  
Two-step is more secure.   
Participant 4: 
Q1: What year of study are you in?  
Second year grad  
Q2: What is your major?  
Information science with a focus in environment informatics  
Q3: Have you taken any coursework that discussed online personal privacy?  
Yes for sure. We talked about that a lot in information retrieval, human computer 
interactions. I feel like those are the two main ones we talked about that kind of thing. A 
lot of it is that people aren't nearly as aware of the data online platforms are taking from 
them. That would be the primary takeaway. And even when they are not on websites that 
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aren't social media, social media websites are still collecting information on them and 
what that data is used for.   
Q4: What do you look to accomplish when logging on to Facebook?  
To see what my friends are doing.   
Q5: Do you have any privacy concerns when using Facebook?  
I guess I am more so aware of what they are using it for. I wouldn’t put anything on 
Facebook that would concern me to have it publicly available. The main concern is the 
fact that they can use demographic data to effect how you think and feel about 
things. Itd be more so what they would send back to me no what Im sending them.   
Q6: Are you aware of the personal information that is at risk when using Facebook?  
• Friends --> Yes   
• Name, birthday --> yes   
• Device info. (IP address, phone service, location via GPS --> Yes  
• Facial recognition --> Yes  
• Likes, purchases, friends, comments, interactions --> Yes  
• Shared with 3rd parties --> Yes  
• Track your browsing activity when logged on --> Yes  
• Private messages --> Yes  
Q7: (If no, educate them on the types of data Facebook collects)  
What are your personal opinions or concerns on Facebook collecting personal data?  
Yeah I don’t know if I really do, but I can see how some people would. For me, it doesn’t 
bother me as much because if you were going to go look for information in the library it 
would all be stored in your library card. I guess the main concern I have heard things 
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about them using what kind of information you post and trying to diagnose mental health 
concerns. I guess there are some stretches for it that go into personal and private health. 
Then the curtailing of political news. Those two are probably the largest concerns and I 
know that they use all of that data for that.   
 Q8: Have you taken any action to prevent your personal information from being 
collected?  
I tried to go through and read their privacy and make my information a little more strict. 
I I think even for finding me as a friend, you have to have a mutual friend already. I think 
when you look at my profile, you cant really see my profile, maybe only my profile 
picture. I know there was a hacking with the ‘view as”. Viewing your profile as someone 
but there was a hacking of that for 50 million Facebook users.   
Q9: Are you aware of the new privacy check-up feature on Facebook?  
Yes, looked at it and clicked through and checked.   
Q10: Are you aware that Facebook now offers two-step authentication?  
Yes, does not use it  
Q11: Are you aware that you can adjust your advertisement settings on Facebook by 
limiting information available to advertisers?  
No  
Q12: Are you aware of the documentation that provides explanations of the personal data 
available to Facebook and how they use it?  
Yes, read through it  
Q13: Are you aware that you can limit the ability of Facebook to recognize your face in 
photos?  
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No  
Q14: Are you aware that you can limit or turn off location services when using 
Facebook?  
Yes  
Q15: If no to any Q9-Q15, will you take any action now to adjust these settings?  
Honestly, I feel like I might. Might as well.  
Q16: If yes to Q15, why?  
I’m not really concerned about it but I don’t know what they can use it for. Personalized 
ads don’t really bother me. Facial recognition doesn’t really bother me but as a parent I 
could see it bothering me for my kids.   
Participant 5: 
Q1: What year of study are you in?  
Sophomore, undergrad  
Q2: What is your major?  
Business  
Q3: Have you taken any coursework that discussed online personal privacy?  
A little bit in marketing. Business 406 we talked a little bit about ethical concerns of 
marketing and promotion. Just like how companies can get into ethical problems how 
they can promote and track data with all the technology. Like Google can track so many 
data points and that can be a concern for companies as well. Like focused marketing  
Q4: What do you look to accomplish when logging on to Facebook?  
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I guess it would be to, I don’t really use social media too much, I would say its to see and 
catch up with family. Mostly family and friends because that’s mostly the audience that 
uses Facebook. Grandparents as well  
Q5: Do you have any privacy concerns when using Facebook?  
Personally, I don’t really have any concerns.   
Q6: Are you aware of the personal information that is at risk when using Facebook?  
• Friends --> Yes  
• Name, birthday --> Yes  
• Device info. (IP address, phone service, location via GPS --> Yes  
• Facial recognition --> Yes  
• Likes, purchases, friends, comments, interactions --> Yes  
• Shared with 3rd parties --> Yes  
• Track your browsing activity when logged on  --> No   
• Private messages --> No  
Q7: (If no, educate them on the types of data Facebook collects)  
What are your personal opinions or concerns on Facebook collecting personal data?  
That’s pretty interesting. How do they track it if you’re not even logged on. How do they 
get away with that? I could see having that information, I know they use that information 
a lot and they can see l that data to advertisers or they can, for example I read in a study 
about lottery tickets and facebook was using data on populations who are more 
susceptible to buy lottery tickets. So they used Facebook advertising to send those types 
of people ads for the lottery. That was one example I could think of. Ethically I don’t 
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agree with that. I don’t think people know that they can do and people see that as their 
private interests.   
      Q8: Have you taken any action to prevent your personal information from being 
collected?  
Just recently, when I look for flights I put it on incognito mode. It mostly has to do with 
cookies because I don’t think you can track cookies on Incognito mode, mostly just for 
flights. Nothing on social media.   
Q9: Are you aware of the new privacy check-up feature on Facebook?  
No  
Q10: Are you aware that Facebook now offers two-step authentication?  
No  
Q11: Are you aware that you can adjust your advertisement settings on Facebook by 
limiting information available to advertisers?  
No  
Q12: Are you aware of the documentation that provides explanations of the personal data 
available to Facebook and how they use it?  
I don’t know all the details so I would lean more towards no.   
Q13: Are you aware that you can limit the ability of Facebook to recognize your face in 
photos?  
No  
Q14: Are you aware that you can limit or turn off location services when using 
Facebook?  
Yes  
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Q15: If no to any Q9-Q15, will you take any action now to adjust these settings?  
Yes would be open to taking action. If I don’t know how, I feel like that’s a daunting 
thing. I feel like they probably make it as hard as possible to turn that stuff off.   
Q16: If yes to Q15, why?  
I think it is unethical. More so, just being able to tell other people about it and thinking 
about if I have kids one day, I have to be able to know when they go online I need to 
know what they are seeing. Being able to educate others about that. I think that’s a big 
problem. You see it more and more people getting busted because they are not being 
mindful of things they think is private but really nothing is private.   
 Participant 6: 
Q1: What year of study are you in?  
Sophomore  
Q2: What is your major?  
Economics  
Q3: Have you taken any coursework that discussed online personal privacy?  
No  
Q4: What do you look to accomplish when logging on to Facebook?  
See how friends and family are doing  
Q5: Do you have any privacy concerns when using Facebook?  
No, not really. I am creeped out with ads that show up  
Q6: Are you aware of the personal information that is at risk when using Facebook?  
• Friends --> Yes  
• Name, birthday -->Yes   
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• Device info. (IP address, phone service, location via GPS --> Yes  
• Facial recognition --> No   
• Likes, purchases, friends, comments, interactions --> Yes  
• Shared with 3rd parties --> Yes  
• Track your browsing activity when logged on --> No  
• Private messages --> No  
Q7: (If no, educate them on the types of data Facebook collects)  
What are your personal opinions or concerns on Facebook collecting personal data?  
Facial recognition, private messages as far as Facebook going through them. Just because 
it is one thing to know who someone is but to then actually go in deeper to their personal 
life and see their actually personal conversations that are not meant for the outside world 
is overstepping.   
      Q8: Have you taken any action to prevent your personal information from being 
collected?  
Turn location services off on apps if I am not using them.   
Q9: Are you aware of the new privacy check-up feature on Facebook?  
No  
Q10: Are you aware that Facebook now offers two-step authentication?  
Yes  
Q11: Are you aware that you can adjust your advertisement settings on Facebook by 
limiting information available to advertisers?  
No  
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Q12: Are you aware of the documentation that provides explanations of the personal data 
available to Facebook and how they use it?  
No  
Q13: Are you aware that you can limit the ability of Facebook to recognize your face in 
photos?  
No  
Q14: Are you aware that you can limit or turn off location services when using 
Facebook?  
Yes  
Q15: If no to any Q9-Q15, will you take any action now to adjust these settings?  
Definitely facial recognition. Maybe some of the other privacy settings like personal 
information stuff.   
Q16: If yes to Q15, why?  
I just don’t want it shared with 3rd parties and soliciting it to businesses.   
  
 
 
 
 
